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Considering the threats cyberspace poses for the country, India
needs a "Digital Armed Forces" to prevent crimes. Critically
evaluate the National Cyber Security Policy, 2013 outlining the
challenges perceived in its effective implementation.

UPSC Civil Services Mains 2015 - GS III - 12 marks - Cyber Security and Money Laundering

Challenges to internal security through communication networks, role of media and social networking sites in
internal security challenges, basics of cyber security; money-laundering and its prevention.

Facts & figures for this PYQ only.
Numbers move. Confirm the latest Budget, Economic Survey or census round. This sheet is for revision, not a

substitute for the model answer.

https://wrapexams.com/upsc/mains-answers/gs-3/2015/considering-the-threats-cyberspace-poses-for-the-count
ry-india-needs-a-digital-armed-forces-to-prevent-crimes-critically-evaluate-the-national-cyber-security-policy-20
13-outlining-the-challenges-perceived-in-its/

National Cyber Security Policy, 2013

Union policy framework for a secure cyberspace, CERT strengthening, critical infrastructure,
R&D, and human resources.

CERT-In

Indian Computer Emergency Response Team, the national civilian agency for cyber incidents
under the IT Act framework.

NCIIPC

National Critical Information Infrastructure Protection Centre, focused on strategic and essential
sectors' cyber protection.

IT Act, 2000

Principal Indian law on electronic crime and intermediary rules; often criticised as incomplete for
state-level cyber conflict.

Critical information infrastructure

Systems in energy, finance, transport, government, and communications whose failure would hit
national security or public life.
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